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Enabling Resilience of Complex Engineered Systems
Using Control Theory

Nita Yodo, Pingfeng Wang

Abstract—Successful recovery from a disrupted state to main-
tain optimal performance is a key feature that a resilient complex
engineered system should have. In the engineering design commu-
nity, the current focus of engineering resilience research is pri-
marily directed toward improving overall system performance in
the presence of likelihood failures. Little attention has been given
to the study of how the system responds during and/or after the
occurrence of a failure event. This paper proposes the use of con-
trol theory as a strategy to enable resilient behavior in complex
engineered systems. Control theory has various benefits in its ap-
plication to a resilient engineered system, with the main advantage
being its ability to regulate and govern system states, even while
the failure is taking place. In the context of implementation within
a complex engineered system, such a controller should be designed
such that, when a disturbance occurs, the controller should simul-
taneously be able to take timely action to correct the shift in system
performance. To date, the fusion of control theory with engineer-
ing resilience has not been explored in-depth by the engineering
design community. This paper, thus, presents a resilience model-
ing and analysis approach using fundamental control theory. The
resilience of a power distribution system is employed as a case
study to demonstrate the effectiveness of the proposed approach.
The presented study also expects to aid in the concurrent develop-
ment of resilience functions in complex engineered systems under
uncertainty.

Index Terms—Control theory, complex systems, engineering de-
sign, failure recovery, reliability, resilience.

NOMENCLATURE

Acronyms and Abbreviation

DP Desired performance.

RP Recovery Performance.

PHM  Prognostic and health management.
PID Proportional integral derivative.
RCES Resilient complex engineered system.
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Notation
A(1) System matrix at time ?.
B(1) Control input matrix at time z.
C(1 Output matrix at time ¢.
D(t)  Feedforward matrix at time ¢.
DP(¢#) Desired performance at time z.
e(t) Error signal at time 7.
Ky Derivative gain constant.
K; Integral gain constant.
K, Proportional gain constant.
P System performance level at time .
P, Initial system performance level before disruption.
P, System performance level after disruption.
RP(r) System performance recovery at time ¢.
T Long period of time.
tq Occurrence time of the disruptive event.
tn Time to new recovered state.
to Initial scenario time.
ty Time to vulnerable or degraded state.
u(t) Control input vector at time 7.
x(1) System state vector at time 7.
#(t)  Time derivative of state vector x.
(1) Output vector at time ?.
v System resilience level.

1. INTRODUCTION

VER the years, many complex engineered systems have
O grown in terms of size and complexity. This may be at-
tributed to the relentless pursuit of developing better, safer, and
longer lasting systems that encompass a wide range of appli-
cations. Generally, a system is said to be complex if it consists
of large interconnected subsystems or components which in-
teract in diverse ways without a central organizing authority.
Moreover, the individual behavior of the components does not
necessarily provide the same collective behavior as the behavior
of the complex system as a whole [1], [2]. These components
are typically connected to become a network or a long chain
structure in a complex system. Engineering systems that fall
within the scope of complex systems include but are not lim-
ited to spacecraft, transportation networks, healthcare systems,
production systems, and power grids.

As a system becomes more complex, it may require a new set
of safety, security, and operation rules because there are more
components in complex systems to be analyzed and controlled
during the operational stage. In the preliminary design stage,
the effect of interdependencies between the components is hard
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or sometimes impossible for system engineers to fully capture
[3]. This consequently challenges system designers, in the early
design stage, to take account of all potential failure modes that
may happen during the operational stage of the complex sys-
tem. Moreover, due to the prolonged usage of a complex system,
and coupled with environmental impact, new failure modes that
are not anticipated at the design stage may arise in the future.
Increases in complexity have directly or indirectly led the sys-
tem to become more vulnerable to certain types of failures [4].
Thus, another unspoken requirement for complex systems to
have a prolonged useful life is that they have to be resilient
toward internal and external uncertainties and the likelihood of
failures.

While past research efforts on design have been largely fo-
cused on developing a system with high reliability, there are,
however, cases when high reliability is insufficient to prevent
failures, especially those adverse failures caused by extreme nat-
ural disasters. The engineering resilience concept has attracted
attention from system designers and researchers in addressing
failures of complex engineered systems [5]. A resilient system is
a system that possesses some type of failure recovery capability
against likelihood failures. During the occurrence of a failure
event, an RCES is expected to be able to withstand failure and
maintain the same initial system performance level. If there is
a negative shift in the system performance level during the af-
termath of a failure event, an RCES is expected to be able to
recover swiftly from its disrupted state to the original system
state.

Since the failure recovery capability has to be designed
into the system, the present focus of engineering resilience
research is primarily directed toward improving overall sys-
tem performance by incorporating various design strategies in
the system. Redundancies (standby, backup, spare, alternative),
maintenance activities (corrective, preventive, condition-based),
and PHM strategies are some design approaches that have
been deemed able to improve resilience in engineered systems
[5]1-[7]. Even so, less attention has been given by the design
community to the study of how to regulate the response of a
complex system during and/or after the occurrence of a failure
event. Thus, the objective of this paper is to propose the use
of control theory as a strategy to enable “real-time” resilient
behavior in complex engineered systems.

Control theory in the engineering context is associated with
how to govern the behavior of dynamical systems [8]. Key com-
ponents involved in control theory are a reference signal, a
controller, a system, and a control loop. A reference signal is
an expected baseline performance signal. A controller is a me-
chanical, electrical, or computerized device. It can also be a
control system, which consists of a collection of controllers.
The main functions of a controller include monitoring the out-
put signal, comparing the output signal to the reference signal,
and adjusting the operating conditions of the system to bring
the desired output closer to the reference signal. The system of
interest is typically called the plant and is represented by either
a transfer function or a state-space equation. A control system is
designed as either an open loop or as a closed loop system. The
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difference between open loop and closed loop control is in their
dependence on system output. The control action is indepen-
dent of system output in open loop control, whereas the control
action is dependent on system output in closed loop control. A
closed loop control is also known as a feedback loop.

Control theory has been mainly employed by the control
system engineering community to design advanced custom
controllers. These controllers are equipped with the ability
to do complex tasks required for the application of interest.
Some examples of controllers and their system applications
are cruise control in automobiles, autopilot in aircraft, temper-
ature controller in heating/cooling systems, and acidity (pH)
controller in water treatments. The advances in developing
modern controllers can be found in, but are not limited to,
adaptive controllers [9]-[11], resilient controllers [12], [13],
optimal controllers [14], [15], robust controllers [16], [17],
and combinations of the above, such as in the form of robust
adaptive controllers [18], [19].

Control theory has various benefits in its application to an
RCES, with the main advantage being its ability to regulate
and govern system states, even while the failure is taking place.
Thus, RP can be enabled and achieved in an RCES in a quicker
and more efficient manner. Most of the complex engineered
systems have a central controller to control the desired actions
of the systems. Their control system can be either operated
manually, automatically, or both. In the context of implementing
control theory within an RCES, such a controller should be
designed with the purpose of taking timely action to correct
the shift in system performance in order to maintain an optimal
performance level when a disturbance occurs.

Moreover, in designing an RCES, control theory can help
system designers in evaluating how the system responds to a
disruptive event and whether the resilience level designed into
the complex systems is sufficient to counter against a particu-
lar failure. Resilience behavior of an RCES is attributed to the
inherent ability to control the system in response to a distur-
bance, thereby maintaining a desired system performance level.
Depending on the impact of the disturbance during and after the
event, the design of the controller and the system can be adjusted
to accommodate the changes. Thus, the system designers can
decide on the best possible resilience design for developing new
RCESs or retrofitting current RCESs.

The engineering resilience concept and control theory are
fused in this paper to develop a resilience modeling and analy-
sis methodology. The focus of this paper is directed toward en-
abling resilience behavior in RCESs through the control theory
approach, instead of developing a resilient controller. The rest of
this paper is organized as follows: Section II discusses resilience
in engineering application in terms of attributes, performance
curve, and metrics. Section III presents the developed general
framework of modeling resilience based on control theory. A
case study of resilience analysis for a power distribution system
that focuses on transmission lines is presented in Section IV
to demonstrate the effectiveness of the developed approach. Fi-
nally, conclusions are drawn in Section V, along with suggested
future work.
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II. ENGINEERING RESILIENCE

In an engineering context, resilience is often associated with
the ability of the system to recover to its original system state
postdisturbance [20], [21]. In this section, resilience attributes,
its performance curves, and quantification metrics are discussed
in relation to the system design perspective.

A. Resilience Attributes

Maximizing resilience could also be associated with mini-
mizing vulnerability. In the reliability engineering context, it
can be associated with minimizing the probability of failure
[22]. Another essential feature of resilience behavior that sets
resilience apart from other design concepts is the ability of the
system to recover from failures or degraded performances [5],
[23]. The recovery ability of an engineering system is another
indicator of engineering resilience [22]. The basic resilience at-
tributes in this paper are regarded as reliability and recovery. The
whole resilience behavior in an RCES can thus be summarized
as such: when the reliability of the system is insufficient, recov-
ery will automatically take place. In other words, when failures
are unavoidable, a system is said to be resilient if it possesses
a failure recovery capability [23]-[25]. In addition to reliability
and recovery, depending on the application of interest, there are
other “ilities,” for example, availability of resources, survivabil-
ity of the system, or adaptability of the system to the failure,
which are equally important and should be taken into account
when analyzing resilience performance in an engineered sys-
tem. Chalupnik ef al. compared the “ilities” for system design
protection against uncertainties [26].

It should be noted that in most RCESs, the resilience at-
tributes do not occur naturally. The resilience attributes should
be designed into the system in order for the system to possess
some type of resilient behavior. Some of the examples can be
seen through the application of incorporating redundancies in
design, performing maintenance activities, and replacing defec-
tive components prior to system failures [5]. Improving system
resiliency can be achieved through 1) improving the reliability
of the system prior the occurrence of failures, and 2) enhanc-
ing the recovery ability of the system postfailure [20], [27]. A
more advanced resilient system may possess other resilience
attributes on top of reliability and recovery. Some examples are
the ability of a system to monitor its own performance, forecast
and respond to failures, and learn from failures [28].

B. Resilience Curves

In the presence of disruptive events, the system’s resilience
attributes take part in altering the system performance level, re-
sulting in the distinguished system performance contours. These
are known as the resilience curves. A typical resilience curve of
an engineering system is portrayed in Fig. 1, where the system
performance P() is plotted against time ¢.

Typically, there are four common events that occur in the
overall resilience scenario:

1) the reliability state, where the system operates under nor-
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Fig. 1.  Generic engineering resilience curve [30]-[32].

P, without failure. This state is also known as the refer-
ence state.

2) The unreliability state, or the vulnerable state. This occurs
when the system reliability is not sufficient enough to
absorb the impact of a disturbance event that occurs at
time ¢;. As a result, the system performance gradually
decreases from P, to the reduced performance level P, .

3) The recovery state, where the system is being recovered
back from the reduced P, to the original P,. This is
the defining behavior of a resilient system, which can be
achieved by altering the system states, if necessary, with
the help of additional resources. The recovery period takes
place from the time the system is in the lowest degraded
states ¢, to the time when the system is fully recovered
t,,, or when the resources are exhausted during recovery.
This period is also known as the control period [29].

3) The recovered steady state, where the system has been
successfully recovered. The ideal case of resilience per-
formance in the recovered steady state is indicated by a
performance level matching that of the reliability state has
been recovered. However, this scenario may not always be
the case. Depending on how much the system can be re-
covered, the system could be restored to a higher or lower
recovered steady state. An RCES is said to have a per-
formance improvement if a higher recovered steady state
was achieved, and said to deteriorate if a lower recovered
steady state was obtained after recovery process when
compared to performance level in the reliability state.

In the postoccurrence of the disruptive event, the degraded
contour of the system performance portrayed in the vulnerabil-
ity state may vary due to the severity of the disruptive events and
how the system withstands the damage. The impact of the dis-
ruptions on the system can be captured by how fast the system
performance degrades after the occurrence of disruptive events,
as represented by the degree of vulnerability (#) in Fig. 2. If the
vulnerability curve exhibits a sharp drop, it can be said that the
damaging impact of the disruptive event is so severe and fast
that the system does not have enough time to resist the failures.
Apart from the occurrence of disruptive events, the degraded
contour of the system performance in the vulnerability state
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Fig. 2. Various contours in a general resilience curve [5], [33], [34].

could also happen due to system aging. Prolonged usage of the
system minimizes the remaining useful life of the system and
causes degraded system performance.

Similar to the degraded contour, the recovery contour of the
system performance exhibits different profiles depending on the
system’s restorative capability, or how much resources are avail-
able to restore the system. There are cases where the recovered
steady state could be higher or lower than the initial system
performance level P,. The ideal case for the recovered steady
state is that the recovered system state is expected to be oper-
ating at the same performance level as the original system did
without failures. In reality, contours are typically expected to
show some degree of nonlinear behavior due to the presence
of internal uncertainties in the system or external uncertainties
from the surrounding operating environment. Regardless of the
system performance profile in each stage of a resilience curve, a
system is said to have a higher resilience if it exhibits lesser per-
formance loss. The performance loss in the system is portrayed
by the shaded triangle area in Fig. 1. Comparing the four recov-
ery profiles (convex, concave, linear, and nonlinear) in Fig. 2,
the preferred recovery profile is the convex topology. This is
because a convex topology leads to a lower system performance
loss when compared to the other recovery contours. Moreover,
since the resilience scenario is time-dependent, the shorter the
recovery period, from ¢, to t,,, the higher the level of resilience
in the system.

C. Resilience Metric

The evaluation of the resilience level designed into RCES
with multidimensional performance requirements can be chal-
lenging. There are many resilience quantification metrics that
have been previously proposed by various researchers in di-
verse engineering applications [5]. In this paper, the resilience
level in RCES is calculated based on the overall system perfor-
mance instead of evaluating the RP of each component within
the RCES. The desired curve expresses how the system is ex-
pected to perform in the reliability state without any failures and
the resilience curve contains the information on how the RCES
behaves when subjected to disruptive events. Both the desired
curve and resilience curve are depicted in Fig. 3.
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curve after a disruptive event.

Once the recovery actions have been completed postdisrup-
tion, a complete four-stage resilience curve can be obtained.
Furthermore, the resilience level possessed by the RCES can be
measured by comparing the area under its system performance
recovery curve RP(#) with the area under its DP curve DP(¥) [5],
[35]. The area under the curve can be calculated by taking the
integral value during the period of the resilience scenario, from
t, to T*. Mathematically, the resilience level in RCES can be
obtained by

o ftT RP (t) dt 0
ftT DP (t) dt

where U is the system resilience level, £, is the initial scenario
time, and 7" is an extended time period that is enough to capture
the overall scenario of interest. Moreover, RP(¢) indicates the
recovery of system performance at time ¢ after the occurrence of
a disruptive event, which characterizes the system response in
the presence of a disruptive event from time ¢, to 7%, and DP(7)
is the DP at time ¢ that characterizes the system performance if
no disruptions occur from time ¢, to 7* In Fig. 3, the DP curve is
portrayed in a straight line, whereas in reality the DP(¢) is most
likely to follow a nonlinear function.

III. GENERAL FRAMEWORK OF MODELING RESILIENCE BASED
ON CONTROL THEORY

To enable resilience behavior in RCES, the concept of fusing
control theory and engineering resilience is introduced. First,
the selection of controller and the representation of the system
are discussed. The general modeling framework through the
utilization of control theory is then presented as an approach to
enable resilient behavior and measure the resiliency level in an
RCES.

A. Control Theory

There are four key components in a control system. These
are a reference signal, a controller, a system, and a control or
feedback loop. A generic closed-loop control theory concept is
illustrated in Fig. 4. A reference signal is a baseline signal in
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Fig. 4. Typical control theory block diagram.

which the desired system output is expected to follow. The step
function, sine/cosine functions, and other linear or nonlinear
functions are often used to define reference signals. In addi-
tion, reference signals can be obtained experimentally or based
on historical data. The difference between the reference signal
minus the measured output signal is the error signal e(?).

Adjusting signal inputs to the system is one key function of
a controller. There are many types of advanced controllers that
have been developed by researchers in the controls community.
However, since the focus of this paper is not directed toward
the advancement of existing controllers, a commonly used PID
controller is employed in this paper. A PID controller, which
relies on the measured output variable, has been known for its
simplicity and efficiency in solving many real-world control
applications [36].

A PID controller has a closed-loop feedback control mecha-
nism. Thus, it can be utilized to continuously calculate the error
value e(f) which is the discrepancy between the measured out-
put signal and the reference signal. Three main components of
a PID controller are

1) the proportional term, which accounts for the present error
e(t). The proportional response can be calculated by mul-
tiplying the current error with a proportional gain constant
of K.

2) the integral term, which accounts for the past error. The
past error is the sum of the instantaneous error signal
from ¢t = 0 up to the instant time ¢, which should have
been amended previously. The integral response can be
obtained by multiplying the accumulated error with an
integral gain constant of K.

3) the derivative term, which accounts for the possible future
error. The derivative term can be adjusted by multiplying
the rate of change of the error with a derivative gain con-
stant K, [36].

In a time domain, the output of a PID controller is represented

by the adjusted control variables u(f) in terms of the error signal
e(t), which can be mathematically expressed as

u(t) = Kpel(t —|—K/ dT—l—Kddie() (2)

Proporuonal

Integral DCerathe

where 7 is the integration variable representing time, which
takes the values from time ¢ = 0 to the present time ¢. If a
frequency domain is more preferable, the transfer function can
be employed. The transfer function G(s) of a PID controller is
generally written as

1
G(s)zKp—i—Ki;—f—de 3)

TABLE I
EFFECTS OF INCREASING PID GAINS INDEPENDENTLY [36]

Parameter Rise Time Overshoot Settling Time Steady-State Stability
Error
K, Decrease  Increase  Small Increase Decrease  Degrade
i Decrease Increase Increase Large Degrade
Decrease
Ky Small Decrease Decrease  Minor change Improve
Decrease

where s is the complex signal. The gains in a PID controller
(K,, K;, and K;) are non-negative values. Their value can be
tuned as desired to represent the ability of the controller to
perform correction in minimizing the error values for specific
system requirements. The effect of increasing each of the PID
controller gains independently on the system dynamics in a
closed-loop response is summarized in Table I.

Rise time is the time it takes for the system output to rise
beyond the desired level for the first time when trying to min-
imize the error. Overshoot is the difference between the peak
level and the steady state level of the system. Settling time is
the time it takes for the system to converge to its steady state.
Steady state error is the difference between the system steady
state output and desired output or the reference signal. Stability
defines whether the system steady state converges to the desired
output, fluctuates around it, or diverges from it.

In the context of governing the system to achieve resilience,
a well-tuned PID controller is able to provide the system with
a better stability during control process. The proportional gain
K, and the integral gain K; describe the speed of change in the
output. The higher the K, and/or K; value, the faster the output
will be adjusted. The difference in K, and K; is that K, alters
the output based on the information of current errors, whereas
K; corrects error according to the accumulated past errors. The
derivative K, gain has an effect on increasing the stability and
transient response. However, K; has an opposite effect with
K, and K;; it slows down the change of rate in the output.
These three constants should be tuned before the controller can
be employed to realize resiliency in the system by optimally
controlling the system variables to match the DP.

There are two general ways to represent a system, state-space
equations, and transfer functions. For many physical systems,
their dynamic behavior can be modeled as a set of first-order
differential equations:

p= = f @), 4)

where x(¢) is a set of variables representing system states at
time ¢, and u(?) is control input vector to the system at time z.
The dynamics of many physical systems can be approximated
as linear; given that each state variable remains within a suf-
ficiently small operating range about the point of linearization
[37]. The standard state-space function of a continuous linear
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time-varying system is given by

Input & (t) = A(t)x(t) + B(t)u(t) ®)
Outputy(t) = C(t)x(t) + D(t)u(t) (6)

where @(t) is the time derivative of the state vector x, A(7) is the
system matrix at time ¢, x(f) is the system state vector at time
t, B(¢) is the control input matrix at time ¢, u(f) is the control
input vector at time ¢, y(7) is the output vector at time #, C(¢) is
the output matrix at time #, and D(7) is the feedforward matrix at
time ¢. In some cases, if the model does not have a feedforward
matrix, D(7) is equal to zero.

Another system representation is the transfer function, which
describes a system based on its inputs and outputs. A closed
loop system transfer function G(s) is represented as the ratio
of the output of the system Y(s) to its input U(s), where s is a
complex signal:

G(s) = —2. ™)

Both system state and transfer function are commonly used
in representing a system. The state-space equations represent
a system in the time domain, and the transfer functions repre-
sent a system in the frequency domain. Time domain can be
converted to frequency domain via Laplace transform, and fre-
quency domain can be converted to time domain via inverse
Laplace. Depending on which domain is of the particular inter-
est, system state-space equations can be converted to transfer
functions, and vice versa.

Most electrical systems can be represented as an RLC cir-
cuit, which is a simple series combination of three electrical
elements: a resistor (R), an inductor (L), and a capacitor (C). To
demonstrate how state-space models from a physical system are
obtained, an example of an RLC circuit is presented (see Fig. 5).

Consider the circuit driven by a voltage source V(f), which is
also considered as the input to the system. The state variables
of interest are the charge in the capacitor Q(¢) and the current
around the circuit /(7) at time ¢. From Kirchhoff’s Law, which
states that the sum of voltage around the closed loop circuit is
zero, the governing equation is given as

V()= Ve (t) = VL (t) = Ve (t) =0

where Vi (t), Vi, (t), and Vi () is the voltage across the resistor,
inductor, and capacitor at time #, respectively.

The system state-space representation can be determined by
choosing the state-space variables x. If x; = Q(t) and 2y = I ()
are the selected state variables, the dynamic behavior of the
RLC circuit can be derived from a set of first-order differential
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equations, given by

. .%"1 o ](t) - 0 1 T
T | T drsdt| T | —r/L —1/LC | | 0
" v 9
+ 1L (t). ©)

For example, if we are interested in controlling the current
(1), the output equation y can be rewritten as

Q)
(1)

More information on other ways of deriving a state-space
model of an RLC circuit can be found in [38]-[40]. According
to Section 19 of the Standard Handbook of Electronic Engineer-
ing [40], in control systems, the state variables x can represent
physical quantities that may be measured, such as voltage and
current; or they can be in the form of mathematical quantities
which may or may not have direct physical interpretation in
the system. This is another advantage of control theory, since
system parameters that may be hard to obtain or directly mea-
sure can be incorporated in the modeling process of evaluating
resilience scenarios in RCESs.

y(t)=C@t)z(t)+0=[0 1}[ ] (10)

B. Modeling Resilience Concept Based on Control Theory

Prior to developing a new RCES or retrofitting old ones,
system designers have to determine if the resilience capability
designed into the system is sufficient. This stage of design typ-
ically involves extensive modeling efforts. The essential mod-
eling elements required to simulate a resilient scenario with the
objective of analyzing the resilient behavior of a system against
a certain disturbance are

1) the degraded states of the system to simulate the impact of
disruptive events on the system and to study the reliability
of the system to withstand disruptions,

2) the recovery strategies to simulate the capability of the
system to restore itself from the degraded state with or
without assistance, and

3) the DP to analyze the resiliency level of the system, which
can be determined by comparing the recovered system
performance to the initial performance.

By employing control theory, the reference signal can be
viewed as the DP or the initial reliable performance. The con-
troller is tasked with the objective of correcting errors to bring
the output signal closer to the reference signal, which can be
analogized as a restoration strategy. The initial state and dis-
rupted state of the system can be represented as two differ-
ent system state-space functions. Different types of disruptive
events that cause various impacts on system performance can
be represented by different state-space functions as well. Any
changes in the system characteristics will affect the state-space
function of the system.

Fig. 6 shows the modeling elements of the resilience concept
within the context of a control system. As discussed previously,
there is two general way to represent a system, state-space
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Fig. 6. Resilience concept viewed in the control block diagram.

equations, and transfer functions depending on the domain of
interest is time or frequency. This paper is more interested in
the time domain; thus, system state-space representation was
employed instead of the transfer function.

External and internal disturbance conditions can be incor-
porated to simulate the degraded performance of the system.
The impact of external disturbances can be subtracted from the
corrective actions signal and/or the system output signal since
these types of disturbances are considered to occur outside the
system state (prior to the system input or at the system output).
On the other hand, internal disturbances and uncertainties are
deemed to have an effect on the characteristics of the system.
Thus, the state-space model or transfer function of the system
may change when internal disturbances are present.

If there are sufficient resilience abilities designed in the sys-
tem, the performance output of the system (with the help of
corrective action from the controller) is expected to portray the
behavior shown in Fig. 7. When there is degraded performance
detected in the system, the controller should simultaneously be
able to take timely action to correct the discrepancies between
the DP and the output performance. To achieve this, the PID
controller can be tuned as desired through the value of the gains
K,, K;, and K;. More advanced types of controllers (optimal,
adaptive, etc.) may also be used to achieve this goal.

Note that converting the performance index of general en-
gineered systems into the control system is one of the key
steps for the application of the presented resilience by a con-
trol framework. In the literature, several resilience metrics have
been developed [5], which can be used to convert general sys-
tem performance index into one of those resilience metrics. As a
representative, the resilience metric developed in [3] considers
two essential attributes of the system performance, the relia-
bility and the restoration, which can be obtained based on the
system performance in a probabilistic manner using advanced
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Fig. 7. Resilience behavior as a result of corrective action from the controller.

system modeling tools such as the Bayesian network or dynamic
Bayesian network [3]. In the case of dynamic systems with im-
plicit state representations, the self-cognizant dynamic system
approach [41], [42] can also be conveniently used for system
performance prediction and converting general engineered sys-
tems into control systems.

IV. CASE STUDY

Power regulation over the years has been studied tremen-
dously due to its complexity in dividing and supplying power
from different sources to various sectors of energy customers
while meeting the electricity demands at every instantaneous
time. In this case study, the resilience of a local electricity trans-
mission system was studied. The current transmission system
was proposed to be retrofitted with a clean energy transmission
system. The proposed approach of employing control theory
will be applied to study the resilience scenario in the future
retrofitted system. In this section, the description of the case
study will first be detailed, followed by the modeling approach,
results, and discussion.

A. Case Study Description

Renewable energy has gained attention over the past years
as a promising candidate for a low-cost clean energy solution.
However, renewable energy is considered as intermittent energy
since it is not continuously available at any given time due to
factors beyond direct operational controls. Renewable energy
is highly depending on weather conditions, resulting in high-
variation and inconsistent daily energy generation. In some days,
where weather conditions are not suitable, no energy can be
generated. Thus, current utility companies and customers still
have to depend on nonrenewable energy sources, such as coal-
fired power plants, to deliver stable, reliable, and affordable
electricity.

On days when weather conditions are conducive to generating
electricity, a substantial amount of affordable and clean elec-
tricity can be generated. During these days, to effectively and
efficiently incorporate this electricity into the power grid, power
regulators usually attempt to displace nonrenewable energy with
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renewable energy. Furthermore, after satisfying nominal elec-
trical demands, this excess renewable energy that has already
been generated will be wasted due to limitations in power stor-
age capability. While much research has been directed toward
developing advanced battery energy storage systems to store
such excess energy, another approach to effectively utilize the
excess renewable energy is to supply it to other further regions
that do not have access to renewable energy. Thus, more electric-
ity demands can be fulfilled with the renewable energy instead
of the nonrenewable energy.

The state of Kansas in the United States is known for its high
potential capacity for wind power as one source of renewable
energy. However, one of the challenges faced by many wind
farms in Kansas is that there is a significant amount of renew-
able energy excess that has been wasted over the years due to
excessive generation during high-season and inadequate power
grid regulation. One of the solutions proposed by the local utility
companies is to collect and sell the excess energy to other areas
that do not have access to renewable energy. A recent project has
been proposed to develop a renewable energy collector center
and clean energy transmission lines from the state of Kansas
to the neighboring states (see Fig. 8). The excess energy from
multiple wind farms in Kansas will be collected at a central
collector. The excess energy will be further distributed through
the clean energy transmission lines to the neighboring states.
The objective of this case study is to evaluate the resiliency
of the electrical distribution system when the new transmis-
sion lines are retrofitted in place of the current transmission
lines.

For the current system, the disturbances based on the his-
torical data of occurrences can be categorized as internal and
external disturbances. Internal disturbances have typically in-
cluded component failures and short circuits, whereas external
disturbances were typically induced by nature, such as torna-
dos, thunderstorm, and high winds, which may threaten to cut
power transmission lines. The severity of both disturbances was
measured in terms of power loss during a period of time. More-
over, inherent uncertainties at every instantaneous time were
taken into consideration while modeling the system to account
for noise that exists during actual operating conditions. The pre-
sented case study was carried out within the MATLAB/Simulink
environment.
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B. Modeling

The existing transmission lines are planned to be retrofitted by
incorporating the clean energy transmission lines. The project
proposal proposed the development of a 700-mile major clean
transmission line, which is planned to be divided into two sec-
tions of a 500-mile line and a 200-mile line. The physical power
system retrofit can be represented as an equivalent electrical
circuit in Fig. 9, showing both renewable and nonrenewable
transmission lines serving energy to two regions, represented as
a combined load. The resilience scenario was conducted on a
daily basis, or in other words, on a 24-h timescale.

Data employed for this case study were provided by the
project sponsors, a local utility company. All data were assumed
to have gone through a learning and validation process. More-
over, the components and other relevant historical data had been
appropriately scaled to maintain project confidentiality.

The desired system performance, which acted as the reference
signals, was studied based on the ability of the transmission
system to output daily power required to fulfill the demand. The
total daily demand was computed as the total average usage of
electricity in residential, commercial, and industrial sectors in
a region over the past year. The historical data of daily demand
were found to mimic a sine function, and thus an adjusted sine
wave was used as the reference signal in the model. The highest
demand was set to be 50 MWh at around 4—6 P.M. or the 16—18th
time step in the model.

The default Simulink PID controller block was employed as
the controller in the case study. The PID controller was tuned
periodically to provide a swift response to different types of
disruptions. This is reasoned with the claim where a system is
resilient to different disruptions.

The external disturbances were considered to affect the con-
trol input to the system and/or the output of the system. Since
the external disturbances were unpredictable in most cases, the
behavior of the external disturbances was modeled as a step
function where at the time of occurrence, the damage done to
the system could be simultaneously applied as a sharp drop in
system performance. The external disturbances were applied
over a certain period of time from ¢ = 0 to 10, with a major
damage occurring at t = 10. During ¢ = 0-10, a constant 5 MW
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drop was applied to the system to mimic the prolonged external
disturbances such as the disasters induced by nature. The total
damage done to the system was presented with an additional
5 MW drop by the end of the external disturbances, totaling a
10 MW drop at t = 10.

Component failures and operator error are deemed as internal
disturbances. The total damage due to internal disturbances re-
sulted in a lower power output. The internal disturbances were
represented through various failed state-space models corre-
sponding to a 10-30% power loss range. The internal distur-
bances were set to happen at time ¢ = 10.

Gaussian noise has been added to the state-space model of
the system to represent the inherent uncertainties in the system.
These inherent uncertainties may result in variations or insta-
bility in the performance output, which can be considered as a
type of inherent disturbance.

The state-space functions of the presented case study were ob-
tained by converting the system to an RLC circuit as presented
in the previous section. Furthermore, the equivalent circuit mod-
els were validated through modeling in the MATLAB Simscape
Power Systems toolbox. The state variables were current /(f) and
voltage V(#), and the output of interest was the system perfor-
mance in terms of power output P(f). The simulation time period
was set to be daily or 24-time steps in Simulink. The simplified
MATLAB/Simulink model employing the control theory as the
proposed approach to enable resilience behavior in a system is
shown in Fig. 10.

Different combinations among external, internal, and inherent
disturbances were simulated. The resulting resilience curves for
each disturbance scenario were further employed to quantify
the resilience level of the system when subjected to a particular
disturbance. The resilience level was quantified based on (1),
where the resilience level is defined as the ratio of the area
under the RP curve over the DP curve during the resilience
scenario from ¢ = 0 to 24. Another method to identify if the
system is resilient against a particular disturbance is through the
analysis of the convergence capability of the resulting resilience
curve.

C. Results and Discussion

The simulation results for three different disruption scenarios
are tabulated in Table II. The external disruption represents an
episode of a longer duration disturbance that occurred at time
t = 0-10. The internal disturbance corresponds to component

TABLE II
RESILIENCE LEVEL AND CONVERGENCES FOR DIFFERENT DISRUPTIONS

Scenario Disturbances W (%)  Convergence
External  Internal  Inherent
1. No failure 99.6 Yes
2. . 87.0 Yes
3. . 92.5 Yes
4. . . 79.4 No
5. . 99.5 Yes
6. . . 85.7 Yes
7. . . 91.3 Yes
8. . . . 78.6 No

failures or operating errors resulting in a 10% power output
loss. The inherent disturbance expresses the operational varia-
tions exhibited in the system. Eight scenarios were presented.
In scenarios 14, the system’s inherent uncertainties are not in-
cluded in the resilience assessment. The inherent uncertainties
are featured in scenarios 5 and 6.

The resilience level for each scenario was presented as a
percentage value. The ideal or baseline condition is when there
is no loss of system performance observed or when the system is
operating as desired (scenario 1). Since resilience is quantified as
aratio obtained by comparing the resilience curves to the desired
curves, under the ideal condition, the system is indicated by a
resilience value of 100% or ¥ = 1. On the other hand, if there
is any loss of performance due to any type of disturbance, the
resilience value was observed to be less than 100%. For example,
in scenario 2, where the system was subjected to the occurrence
of external disturbances, the resilience level was found to be
87%. This means that in the presence of external failures, the
transmission system has a success rate of 87% of recovering the
DP over a 24 h period of time. Since the DP was taken as the
historical demand, it also means that the transmission system
was expected to be able to fulfill 87% of the daily electricity
demand although external failures were present.

From Table II, external disturbances were found to damage
the system more than internal disturbances. This is shown by
the lower resilience levels found in scenario 2 compared with
scenario 3, or scenario 6 compared with scenario 7. In other
words, higher resilience levels were observed for the system
in the presence of internal disturbances compared to external
disturbances. Thus, it can be further concluded that the trans-
mission system in this case study was found to be more resilient
against internal failures compared to external failures.

Ashas been noted previously, a system has different resiliency
levels toward different types and intensities of disruptive events.
To justify whether the resilience level in the system was suffi-
ciently designed into the system, a resilience threshold value
was set against various disturbances. A threshold of resilience
level in this case study was selected to be 85%, which means
that the system of interest should be able to fulfill at least 85%
of the daily electricity demand or should not exceed more than
15% of daily power loss when the system was disrupted in any
manner. With the 85% resilience threshold, the resilience level
designed in the system was found to be insufficient to protect
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the system against disturbances induced by the combination of
both external and internal factors (scenarios 4 and 8).

The corresponding resilience curves obtained for each sce-
nario are portrayed in Fig. 11 for scenarios 1-4 (without inherent
uncertainties) and Fig. 12 for scenarios 5-8 (with inherent un-
certainties). The resilience level for the scenarios with inherent
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uncertainties in the system was found to yield a slightly lower
value when compared to the scenarios without inherent uncer-
tainties (see Table II). Thus, estimating resilience with linear
curves instead of nonlinear curves could be deemed as overes-
timating the resilience capability in the system.

Another way to identify the resiliency of the system over
a period of time is by comparing the convergences of the RP
curve with the DP curve. The system is said to converge if the
system is able to successfully catch up with the DP curve from
its degraded states within a specific recovery period. The end of
the recovery period, in this case, is at the end of a day, or t = 24.

In all the scenarios, except for scenarios 4 and 8, the system
was found to be able to converge. In some cases where there
were discrepancies found in the end result of the daily electricity
demand and the DP, such as in scenarios 2 and 4, the system
was still deemed to converge. This is because, after the disrup-
tions, the controller was able to help the system recover from
its degraded state and meet the DP at some point before the end
of the specified recovery period. In scenarios 4 and 8, where
the system was subjected to the combinations of internal and
external failures, the system was not able to converge. Although
scenario 4 and scenario 8 were not able to recover by the end
of ¢t = 24, both scenarios should be able to converge if they are
given an adequate length of the recovery period.

The convergence behavior was found to correspond to the
analysis based on the resilience level where the resilience level
designed into the system was insufficient when the system is
subjected to the collateral damage induced by both internal and
external failures (scenarios 4 and 8). Some of the suspected
reasons for not converging are

1) the combined failures are too severe for the controller to

correct or the system to respond to,

2) the PID controller is insufficient to keep up with the fail-

ures, and

3) the system is not resilient against those particular fail-

ures. Thus, improvement strategies to improve resilience
against the combination of both external and internal dis-
turbances can be directed toward improving the system as
well as the controller.

The PID controller employed in the case study plays a major
role in mitigating failures and assisting the recovery process.
All the eight scenarios presented in Table I were performed
with the same PID controller settings of K, = 10, K; = 100,
and K; = —0.2. Without changing the PID controller setting,
Fig. 13 shows various resilience curves obtained for scenario
3 where the system was subjected to the power output loss
ranging from 10% to 30% due to the internal disturbances. It
can be seen that with power output loss beyond 10%, the system
could not be recovered in the same day. One of the reasons is
with the same PID controller settings; the PID controller was
lacking in handling more severe failure impacts. The controller
should, thus, be adjusted or enhanced to accommodate different
levels of failure impact. So that, when the system is subjected
to more a severe performance degradation, the controller is able
to provide a faster response in mitigating failures.

The impact of tuning the gains (K, K;, and K;) in the PID
controller employed in this case study was also studied. It was
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found that tuning the proportional gain K, and the derivative
gain K in this case study did not show any significant difference
in mitigating failures and recovering the system from degraded
states. However, the major controller behavior was found to be
attributed from the integral gain K. Fig. 14 portrays the be-
havior of the controller with different K; setting in scenario 3
where the system suffered from 10% power loss due to the pres-
ence of internal disturbances. It can be seen that the controller
response faster by increasing its K; setting. In addition, the con-
troller performance was also found to be stabilized at higher K.
This could be further interpreted that controllers also possess a
maximum capability threshold. Thus, further advancements in
controller capability should be incorporated to ensure a more
resilient system.

In the concurrent development of resilience functions in com-
plex engineered systems under uncertainty, the resilience con-
cept and control theory concept are found to complement each
other. The engineering resilient concept promotes failure recov-
ery in the presence of disruptive events, whereas control theory
employs a controller to regulate system states to bring the sys-
tem output closer to the DP—in other words, to enable resilient
behavior in the system.

Control theory has various benefits in application to a re-
silient engineered system. The main advantage is its ability to
regulate, govern, and modify system states through a controller.
As seen in the presented case study, in scenarios 2, 3, 6, and 7,
the discrepancies between the desired and output performance
were corrected by the PID controller while the failure was tak-
ing place. A controller in the engineering resilience context can,
thus, be considered as a failure recovery strategy, where during

the presence of failures, the system performance is simultane-
ously maintained by the controller so that it does not degrade
further. In addition to maintaining system performance during
its degraded states, the controller also aided in improving the
system performance corresponding to the DP.

In the physical context of implementing control theory within
a complex engineered system, resilient behavior can be enabled
by integrating a controller into the system. Such a controller
should be designed in a way such that, when a disturbance
is occurring, the controller should simultaneously be able to
take timely action to correct the shift in system performance.
Since the focus of this study is to bridge control theory and
the engineering resilience concept, the focus has not been on
to the design of the controller itself, but on the potential for
controllers to act as resilience-enablers. As shown in Fig. 13, the
PID controller used in the case study has limitations on its ability
to correct the system. Given that the PID controller employed
in the case study is only intended to demonstrate the proposed
approach, a more advanced control mechanism should be sought
for the applications in the real complex engineered systems in
the future. It is true that the parameters for system control such
as the PID controller used in the case study should be related to
real design factors to show the resilience impact. As this paper
primarily introduces the system resilience as a postdisruption
control problem, thus a PID controller with simple parameter
settings has been used to demonstrate the concept whereas the
control design factors have been omitted.

Moreover, in the presented case study, internal and external
failures were only subjected to the system or the outcome of
the system, and the controller was assumed to be free from
these failures. In reality, controllers are not immune to fail-
ures and are themselves required to be resilient against failures.
Thus, as a direction of future work, collaborations with con-
trol system engineers will be established to develop a more
advanced and resilient controller suited for this application of
interest.

One of the bigger challenges faced in studying complex en-
gineered systems is to take into account all parameters or state
variables into the modeling process. Some of these important
state variables are not easily obtained or measured in reality. In
control theory, the state variables of the system can be approxi-
mated through mathematical formulations and further converted
to the physical context. In the early design stage, this feature
of control theory can be very accommodating to the system
designers in finding the right system parameters for the DP out-
put. Thus, the physical design of the system can be modified
during the design stage. In addition, the resilience level of the
system against a particular failure can be measured further once
the resilient behavior of the system toward a particular failure
mode is made known to system designers. In the situation where
there are no mathematical or state-space equations available to
estimate the true system, the commonly employed method is
decomposition. However, decomposing a complex system may
not necessarily represent the true complex system since there
may be some parameters/variables that are either simplified or
omitted. To overcome this challenge, a future study of this
work will be directed toward learning the complex system to
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obtain the mathematical equations to represent the true complex
system.

The resilience threshold introduced in the case study may
not be optimal for all engineered systems, especially in those
extremely crucial systems where failures cannot be afforded. In
this type of system, the threshold for the resilience level should
be set higher to accommodate for minimum performance loss
or faster recovery evaluation. Additionally, improving the re-
silience level in a system is always associated with an addi-
tional cost. When it comes to a design decision to ensure a
sufficient level of resilience in a system, the cost factor should
be simultaneously considered to also ensure affordability. Cost
factors can be incurred in both advanced controllers and the
system itself. The resilience level could be improved in the sys-
tem design by incorporating more redundancies in the system
design as one example, or by selecting a proper controller to
control the system. This research could also be leveraged to in-
volve a cost-benefit assessment associated with the different de-
sign alternatives considering interdependencies or the controller
selection.

V. CONCLUSION

This paper presented a control theory based resilience mod-
eling and analysis approach to enable a failure recovery scheme
in the design of RCESs. The desired system performance was
modeled as areference signal, arecovery scheme was enabled by
employing a control mechanism of the system, and further, the
dynamics of the system was represented by different state-space
models. Three types of disturbance and uncertainties were stud-
ied in the case study: external, internal, and inherent. The results
showed that by employing the appropriate control, the system
performance could be restored in a specific period in most of the
presented failure scenarios. Further advancements in the control
mechanisms for complex engineered systems could be sought
to obtain a better control over the system against more adverse
failures. Apart from fusing the engineering resilience concept
with control theory, the presented study also expects to aid in the
development of RCESs and/or retrofitting the current complex
engineered systems to be resilient against certain failures.
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